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Brief presentation
of the company

Our customer is a leading supplier of components
for various automobile manufacturers.

It manufactures elements that are part of the
car body and interior.

It is a clear example of a company that is part of
the supply chain. Of several important companies
in the automotive sector.
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It has several production plants where the diffe-
rent accessories it supplier are manufactured and
from where the planned deliveries to its different
customers are made.
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Description of the
problem/challenge

The organization has no experience in the field of industrial
cybersecurity. It is aware of the risks it faces but does not

know what it needs to do to improve its situation or how to ad-
dress them.

Cybersecurity (0 meet present and future challenges.
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It has an IT department that is responsible for keeping
the corporate IT network up to date, from where ERP,

Q financial, accounting and HR managment operations are
carried out.

.Ilthas a
G rough idea of the risks it runs and the possible conse-
quences of an incident.

Its customers are beginning to
in the supply contracts it has with them. In
order to participate in the successive agreements for
. which it is eligeble, its customers demand that it imple-
ment specific cybersecurity measures. It has neither the
knowledge nor the resources to do so.

Cybersecurity t0 meet present and future challenges. 0 3
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Description of the work
performed

As a first approach, an assessment of the organization's cu-
rrent state of cybersecurity is proposed in order to subse-
quently propose an improvement Plan.

Cybersecurity to meet present and future challenges.




Cybersecurity to meet present and future challenges.

4 GRUPO
Anticipating a
cyber secure world

1

A visit is made to one of the main plants with the co-
llection of all available information: inventory of IT and
OT equipment and devices, network architectures, exis-
ting procedures.

2

Interviews are conducted with the main managers
of the production process, such as the plant mana-
ger, the maintenance manager and the IT depart-
ment, in order to learn about the operation of the
plant, its processes and the degree of segmentation
of the IT and OT networks.

3

It is verified that the organization does not
have cybersecurity procedures in the opera-
tional part: updated maintenance of assets
inventory and network architectures, user ma-
nagement, access management, relationship
with third parties (suppliers, maintainers and
clients).
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Given the difficulties of performing a technical intrusion
test in a production process,

, with a limited and previously agreed
test plan, in order to identify if there is access to the OT
network from the corporate network and the degree of

protection of the different Wi-Fi networks: corporate,
public, etc.

4

5

The main points of the process, the
factors that affect them and the impact of a possible
incident to these parts of the business are identified.

6

An is drawn up with all the
information collected, with different degrees of
implementation. From the most basic and fas-
test to adopt aspects to the most ambitious
measures with a longer and more costly imple-
mentation period.

Ciberseguridad para hacer frente a los desafios presentes y futuros. 0 6
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Benefits Obtained o

As a result of the actions carried out, the client obtains a
series of benefits:

. -4 ?
Cybersecurity ¢.Dénde queremos llegar

Nivel Objetivo
level

Current level 4

Where are we?

-
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Have a diagnosis of your current real state. A first
analysis of your weaknesses and an estimate of the
efforts needed to improve your organization's cyberse-
curity.

Allows you to plan the measures that need to be

@ taken and the degree of urgency by knowing the
impact of a potential incident on different parts of

your business.

You can demonstrate to your customers that you have a
strategy to improve the cybersecurity level of your pro-
cesses by enhancing your image as a more secure and
reliable supplier.

Cybersecurity t0 meet present and future challenges.
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