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Executive summary

As a result of the collection and analysis of information obtained
from internal and external sources throughout the first quarter of
2023, S2 Grupo’s cyber intelligence team, Lab52, has generated
intelligence for S2 Grupo’s security services.

The present document presents the activity recorded by S2
Grupo’s cyber intelligence division, Lab52. This report reviews

the most noteworthy events of the first quarter of 2023 and,
through an analysis, presents conclusions. The content is e Main geopolitical events of the quarter and study of trends extracted

structured in four main parts: from the indicators of the Lab52 intelligence database.

e Review of the main cyber espionage campaigns conducted by the
most active threat actors, together with their respective geopolitical
context and with an emphasis on the technological innovations
implemented.

e Cybercrime analysis. Ransomware, malware, and Deep web.

e Graphical representation of data and statistics on vulnerabilities
disclosed in the first quarter of 2023, as well as analysis of those
that have had the greatest impact.
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Quarterly trends

Geopolitical context

The situation in international relations has been defined by
the continuation of the conflict between Russia and Ukraine.
Throughout the quarter, many NATO countries have provided
much more significant support to Ukraine, especially in the form
of arms shipments.

The Western bloc has been supplying military aid since the
beginning of the conflict. However, tanks and fighter jets have
the potential to give Ukraine a military advantage and have a
considerable impact on the progress of the conflict. This poses an
increased risk of the war spilling over into an international conflict.
The main concern in this scenario is the possible use of nuclear
weapons and the catastrophic consequences that follow. The old
continent is investing all its efforts ‘in fighting Russia: France has
sent more than a third of its howitzers, Denmark has practically
run out of artillery, Spain has a third of its Leopards unused, and
Germany only has enough ammunition for a few hours, maximum
days, in the event of a battle.

In this context, the presidents of several European countries and
the president of the European Commission visited their Chinese

w‘ GRUPO

counterpart in Beijing. Von der Leyen called on China not to supply
arms to Russia “directly or indirectly” and pointed out that the
Asian giant’s position on the war is “crucial” for the European
Union. Jinping pledged to “facilitate peace talks and a political
solution to the crisis in Ukraine”.

Chinese Defence Minister Li Shangfu visited Russia for the first
time. In his meeting with Vladimir Putin, Shangfu assured that
“military cooperation between China and Russia is developing
very well. This makes a great contribution to maintaining global
and regional security. In the economic sphere, relations between
the two countries are also good. Last year, Russia increased its gas
imports to China via the Siberian Power pipeline by 50 per cent.
This amount could grow after'the commissioning of Siberian Power
2, which will be built through Mongolia.

Meanwhile, Xi Jinping and Volodymir Zelenskyy held a telephone
conversation on 26 April. The Chinese president will send a
delegation of diplomats to Ukraine to negotiate peace. Zelenskyy
announced the appointment of a new Ukrainian ambassador to
China.
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In this way, China appears to be positioning itself as the mediator
between the pro-Ukrainian and pro-Russian blocs in this armed conflict.

However, it seems that Xi Jinping’s government is not limiting its role
as mediator to the conflict in Ukraine. Iran and Saudi Arabia have re-
established relations, which they severed in 2016, and embassies in
their respective countries are expected to resume normal operations
in the short term. The agreement follows a meeting of their leaders in
China and two years of negotiations in Oman.

In addition, Sweden has discovered the largest deposit of rare earths
in Europe with chemical elements essential for the construction of
batteries for electric vehicles or military technology. These elements
are part of the trade war between the world’s major powers. China
is currently the world’s largest producer and exporter of rare earths.
The discovery of this deposit could threaten China’s dominance of the
international market. . .
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Analysis of the quarter’s incidents

By recording security incidents from internal and external sources, Lab52
can analyse the evolution of security incidents and identify cyber threat
trends for the first quarter of 2023.

The graphical representation of the percentage of recorded incidents by
sector reveals that both public administration and government agencies
have been the main target of attackers during this period. This was
followed by the military and defence sector, which accounted for almost
20% of recorded incidents. Lastly, the finance and transport sector.

1. Topmost a&acked sectors in Q1 2023.

w‘ GRUPO

The following graph shows the distribution of attack typology according
to sector. Thus, an analysis shows that strategic sectors, such as
government and administration, transport, defence, and military, are
targets of cyber espionage and hacktivism. While other sectors with a
greater presence of the private sector are more susceptible to cybercrime
incidents because the purpose of the attack is purely monetary, such as
the financial sector, which accounts for more than 90% of cases.

2. Attack motivation by sector.

Labse



Quarterly Threat Report Q1 2023

Malware trends

Lab52 also conducts a sample collection exercise from internal and
external sources. Therefore, it is possible to identify which malware
families have been the most used during the quarter. Compared to the
data obtained in the previous quarter, an increase was seen especially
in the presence of RedLineStealer and Mirai.

RedLineStealer remains the most prevalent malware family in
the quarter. Although the total number of registered samples has
decreased compared to the previous quarter, the percentage has
remained similar.

On the other hand, there has been a notable increase in the number of
registered samples of Mirai, which has positioned itself as the second
most seen malware family during the quarter. This phenomenon is
probably due to the proliferation of the activities of hacktivist denial-of-
service groups and the need to increase the number of active botnets.

w‘ . o
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In terms of the themes used as lures by the different malware families,
randomness accounts for almost 50% of the total, which makes it
difficult to create detection rules. If we exclude the random theme,
installer spoofing is the most common theme, followed by financial
and commercial proposals.

On the other hand, two noteworthy phenomena have been identified.
Firstly, it has been observed that the SWIFT payment method has been
used as a lure theme in numerous attacks. The second phenomenon
identified is the use of the video game theme in the lure, which could
indicate a targeting of attacks on younger generations.

4. Themes used as malware lures.
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In addition to generating intelligence from recorded security incidents,
the Lab52 team also conducts an analysis exercise of geopolitical
events and the international context, which aims, among other things,
to detect risk hotspots. In the first quarter of 2023, the main risk
hotspots focus on Russia, Ukraine, and the United States. This is due to
the Russian-Ukrainian conflict. Germany and the United Kingdom also
have a high level of risk, a consequence of their degree of involvement
in the conflict. Similarly, other countries with a high level of risk are
Taiwan and China due to the former’s desire for independence, and
Japan and South Korea due to North Korea’s repeated displays of
weapons capabilities.

@
B
@

Ukraine

5. Country risk
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The following graph shows the most attacked countries during the first
quarter of 2023. Comparing the previous graph with this one, it can be
seen how there is a direct relationship between a country’s level of risk
and the number of cyber-attacks it receives.

Germany (17.27%

United States (26.62%

6. Distribution of cyber-attacks by victim country.
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Of all the events processed by the Lab52 team, more than one thousand
Indicators of Compromise have been generated in the S2 Group’s
intelligence database. The most active groups in the period are shown
below.

7. Top Threats based on processed loCs
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act based on Russian interests, some from a hacktivist approach (Cyber
Army of Russia, Noname057, Killnet) and others as part of different
branches of government (APT28, APT29, Gamaredon Group). A high
level of activity has also been observed from the North Korean Lazarus
Group, which has conducted a higher than usual number of cybercrime
actions.

Of the list of the ten most active groups in the first quarter, six of them / . %‘ -

Although the data reveals that most security incidents are cybercrime
actions, since the start of the war in Ukraine there has been an
inordinate increase in the number of hacktivist and cyberwarfare
campaigns. '
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Infrastructure analysis

The geographical distribution of infrastructure in the first quarter of 2023

As far as the infrastructure used by the actors themselves is concerned,
shows some changes, as can be seen in the following map:

the map of the geographical distribution in the fourth quarter of 2022
showed the following data:
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8. Q4 2022 Infrastructure
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The most noticeable change is the increase in infrastructure in China. The
providers associated with thisinfrastructure are Chinanet, CHINAUNICOM “CHINA UNICOM
and China Mobile Communications. This infrastructure has become _~ China169 Backbone
widely used by hacktivist groups, to the detriment of Biterika, which in L e

the previous quarter was the second with the second most registrations,
has disappeared as one of the most widely used infrastructures.

It is also interesting to note that, following the publication of the Killnet
group’s use of Biterika last quarter, they have switched to Chinanet.

COMCAST-T922
10.39%

PT
Telekomunikasi
Indonesia

8.51%

10. Number of records pé.'r ASN 1Q
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Cyber Espionage Campaigns

Activity of Russian-linked groups
Pro-Russian hacktivist groups

The last quarter of 2022 saw a large mobilisation of pro-Russian
hacktivist groups that focused their efforts on attacking Ukraine and
Poland in response to the actions conducted by them in the context of
the Russian-Ukrainian conflict.

In the first quarter of 2023 these same hacktivist groups (NoName057,
Killnet, Cyber Army of Russia, etc.) have expanded the scope of their
attacks, including strategic organisations of those countries involved in
the conflict in their list of targets. Examples include:

e The increase in cyber-attacks against Italy after Prime Minister
Giorgia Meloni visited Kyiv to express her support for Zelenski’s
government and the Ukrainian people in the conflict with Russia.

* The increase in cyber-attacks against Spain following the visit of
Prime Minister Pedro Sanchez to Kyiv in which he confirmed to
Zelenski that Spain would send six Leopard tanks to Ukraine, with
the possibility of up to ten.

w‘ GRUPO

APT 28

In mid-March, Microsoft released the Outlook update for vulnerability
CVE-2023-23397. This is a privilege escalation vulnerability that allows
attackers to send emails designed to exploit Outlook. This vulnerability
was being exploited by the Russian APT 28 group between April and
December 2022 to attack European organisations in multiple sectors
such as: government, military, and energy. The goal of this campaign
was to steal Windows credentials for future use in the lateral movement
and exfiltration phases.

APT 29

At the end of March, Lab52 analysed two phishing attacks from a
campaign against government entities in EU member states by the
Russian group APT29, also known as NOBELIUM. The first attack is an
email spoofing the human resources department of a web development
technology company based in Pakistan. The email with the subject line
“Update! Invitation to the meeting”_contains an attached document
“invite.pdf”. The initial access technique of the second attack is a
phishing attack impersonating a Spanish embassy. The email message
invites potential victims to take part in a,face-to-face meeting on “The
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Future of international economic relations” at the Spanish embassy.
Then, under the pretext of filling in a form to confirm their attendance
to the event, a malicious link is attached. In both cases, the result of
the phishing is the download of an HTML file that turns out to be an
ISO with three files: an executable, a malicious DLL, and an encrypted
shellcode.

Gamaredon

A new cyber espionage campaign by Gamaredon Group against
Ukrainian institutions has been detected. The actors are delivering
malware with capabilities to remotely execute commands and deploy
payloads. The initial access vector used are spearphishing emails that
deliver a malicious WebShell via social engineering techniques. Falsified
Ukrainian institutional themes and documents are used as decoys.
To evade detection systems, Gamaredon Group employs multiple
obfuscation techniques. Gamaredon Group is an alleged Russian cyber
espionage threat group that*has targeted military, NGO, judicial, law
enforcement, and non-profit organisations in Ukraine since at least
2013.
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Activity of groups linked to China
Mustang Panda

Particularly innovative has been the activity linked to Mustang Panda,
as a new backdoor was detected, which has been dubbed “MQsTTang”.
It allows the attacker to execute arbitrary commands on the victim’s
machine using the MQTT protocol for communication with the C2. This
protocol is typically used for communications between loT devices and
controllers. This allows the attacker to hide the rest of his infrastructure
behind an intermediary. Therefore, the compromised machine never
communicates directly with the C2.

Activity of other groups
APT-C-36

From 2 December 2022 to 2 February 2023, multiple campaigns linked
to the APT-C-36 group were observed deploying NjRAT in its final phase.
On 20 February Lab52 observed a campaign that varied slightly from
the rest and aimed to deploy AsyncRAT on compromised machines.

At the end of February, the use of LimeRAT was observed, but with a
very similar operation in the deployment used during the rest of the
campaigns, from the first ones whose objective was the execution
of NjRAT. Thus, after the analysis conducted by Lab52, LimeRAT is
considered an evolution of NjRAT.

The diagram shows the temporal evolution of the malware running
after the infection phase.

02/12/2022 ] 05/12/2022 J 23/01/2023 ] 02/02/2023 J 20\02\2023 J 23/02/2023

NjRAT

limeRAT

APT-C-36: last campaigns
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Cybercrime Campaigns

Ransomware

Ransomware remains one of the most prevalent and impactful cyber Based on the data obtained by Lab52, a graph has been created rep-
threats globally. By collecting and analysing samples, Lab52 is able to resenting the countries most affected by ransomware during the first
draw a reliable representation of the presence of each of the different quarter of 2023.

ransomware families in the current landscape.

Moreover, analysis of the sectors most affected by cybercrime cam-
paigns reveals that the finance and banking sectors are the main tar-
gets of cybercrime campaigns.

12. Top ransomware families seen in incidents during Q1 2023. 13. Top countries most affected by ransomware.
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Snake Keylogger, Guloader y Formbook

Throughout the first quarter, many campaigns against Spain and Latin
America have been observed, especially with themes associated with
banking and financial issues. It is interesting to note the proliferation
of the use of Telegram as a method of exfiltration of information, as
well as the use of dynamic domains. Among the most impersonated
organisations are the Spanish banks Santander, BBVA and Sabadell.

Keyloggers

A very high percentage of cybercrime campaigns deploy keyloggers
on compromised machines. In one campaign analysed by Lab52, a
PowerShell-based keylogger was detected that aimed to record the
user’s clipboard activity. Upon detecting the combination CTL+C or
CTL+V it sent the information to a Discord server via a webhook.
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Deep Web

Interms of Deep Web leaks, there has been a particularincrease in those
associated with defence issues. Among the leaks are the following:

Rheinmetall

In early March, an actor named Omega69 was detected selling
exfiltrated Rheinmetall Defence company files on a well-known dark
web forum.

European defence contractor (Rheinmetall Defence) leak files
by Donegad - Thraday March 2, 70072 o0 000 AM

L]

Thiz set of files was obtained from the European defence contractor known as Rhednmetall defence.
There are a wotal of 1400 files all of which were obtained very recently. These include, military contracts, emails, business dealings of the company, details and

Tf drawings of some of their prodiects along with a multitude of other kinds of information are present in this set of fles.
Hidden Content @
g 0u Miust regester or login 10 iew this content
Vip - HE B
' Koty 1o v 0 o rack B8
o
Im
&0
Sep 22
-

14. Rheinmetall Defence data leak.
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Ficantieri

Just days after the Rheinmetall Defence compromise, an actor called kernelware appeared on the same dark web forum offering information about the Italian
shipping company Fincatieri. Among the data it was selling were confidential data on Rolls-Royce engines, schematics of LHD assault vessels and documents on

the Type 26 global combat ship.

[CYBERNIGGERS] SELLING CLASSIFIED ITALIAN NAVY DOCUMENTS
by kemedware - Monday March 6, 2023 at 03:42 AM

Ll

Hello BF!
Today I'm selling a collection of confidential documents from the ltalian passenger and military shipbuilding company Fincantieri! o

According to wikipedia;

LEGALIZE NUCLEAR
BOMBS

Fincantieri is an ltalian shipbuilding company based in Trieste, ltaly. Already the largest shipbuilder in Europe, Fincantieri group doubled in size 1o become the
GOD fourth largest in the world (2014), Fincantieri designs and builds merchant vessels, passenger ships, offshore, and naval vessels, and is also active in the
e conversion and ship repair sectors

J 246
o » The leak contains
Aug 2022 - Confidential engine documents from Rolls-Royce (specifically the MT30 engine which is used by the US, Japanese, Korean, and ltalian navies)
Heputntion CAD designs of various parts
- Schematics of LHD (Landing Helicopter Dock) assault ships
o ISO files

- Classified Italian naval ship design documents
Type 26 global combat ship documents
- and other miscellaneous stuff

s 15. Fincatieri data leak.
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US Department of Homeland Security

On 7 March, an announcement was posted on a Deep Web forum about the sale of the US Department of Homeland Security and United Nations database
containing detailed personal information relating to both US Department of Homeland Security employees and civilians.

[CYBERNIGGERS] Department Of Homeland Security & United Nations Database
L - sty Masey 7 2000 o0 0414 Pl

= have breached the Departrment O Homeland Security and Lindted Nathons Human Rights Councils BiMS plarfarm.
1| am now selling the data here,
Buvef Informialian
Fowy: undisciomed
Comphomised data

o et Bredes in roughly 4 hours, Cybertisgo
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Vulnerabilities

Vulnerability data and statistics

The graph below represents the total number of vulnerabilities published between October 2022 and March 2023. The total number of vulnerabilities in the first
guarter of 2023 has increased compared to the last quarter of 2022. This peak in vulnerabilities is th the publication of 80 highly critical vulnerabilities

for the Hub of Insteon. K
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The monthly distribution of the number of published critical vulnerabilities reveals apeak during the month of January, which represents an increase of about
25% compared to the other months.
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18. Number of critical vulnerabilities per month.
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The top 10 firms affected by vulnerabilities during the period are as follows: /?

Google
27.24%

wl GRUPO

Microsoft
17.66%

19. Percentage of vulnerabilities by vendor in Q1.

Oracle
9.19%

Tracker-software
5.15%
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Noteworthy vulnerabilities

Microsoft Office/Outlook CVE-2023-23397

An attacker successfully exploiting this vulnerability could access a
user’s Net-NTLMv2 hash which could be used as the basis of an NTLM
Relay attack against another service to authenticate as the user.

Microsoft Windows11/Windows Server2022 CVE-2023-23392

An unauthenticated attacker could send a specially crafted packet to
a target server that uses the HTTP protocol stack (http.sys) to process
packets.

Fortinet-FortiOS CVE-2023-25610

A buffer overflow vulnerability in.the administrative interface of
FortiOS and FortiProxy can allow an unauthenticated remote attacker
to execute arbitrary code on-the device and/or perform a denial of
service on the GUI, via specifically crafted requests.

w‘ GRUPO

GOOGLE-Android CVE-2023-20946

In onStart of BluetoothSwitchPreferenceController.java, there is a
possible permissigh bypass due to an attachment. This could lead to
remote privilege escalation of the Bluetooth configuration without
the need for additional execution privileges. User interaction is not
required for exploitation.

Apple - macOS Ventura 13.2.1/ iOS 16.3.1/iPadOS 16.3.1 CVE-2023-
23529

The vulnerability allows a remote attacker to execute arbitrary code on
the target system. The vulnerability exists due to a type confusion bug
when parsing web content in WebKit. A remote attacker can trick the
victim into visiting a specially crafted website, trigger a type confusion
error and execute arbitrary code on the target system. Note, the
vulnerability is being actively exploited in the wild.

Latse



Quarterly Threat Report Q1 2023

The Western bloc’s pro-Ukrainian involvement in the Russian-
Ukrainian conflict increases the risk of an escalation of tensions and
the possibility of an extension of the armed conflict internationally. In
this scenario of instability, China is positioning itself as the mediating
figure between the two blocs, which could have a major impact on its
power of influence at the international level over the coming decades.

Data collected by Lab52 during the first quarter of the year 2023
reveals that strategic and critical sectors of Western countries such
as governments, public administrations and defence have been
recurrently attacked by advanced threat actors. The analysis of attacks,
threats and victims seems to indicate that there is a direct link between

these incidents and the Russian-Ukrainian conflict. Hacktivist gr'oﬁp’s"”"

stand out as the most active groups during the first quarter. .

w‘ GRUPO

In terms of the malware used in the incidents recorded during the first
guarter, the RedLineStealer, Mirai and Agent Tesla malware families
were predominant. On the other hand, Chinese infrastructure is the
most used by threat actors to conduct their cyber-attacks.

The®number of published vulnerabilities has increased compared to
the previous quarter, with high criticality vulnerabilities in widely used
products from Google, Microsoft, and Cisco, among others.

The information published in this report has been generated from the
analysis of data collected by Lab52 from internal and external sources
as part of the cyber intelligence service provided by S2 Group.
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